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03 - VoWifi ePDG AAA and Architecture 
 

 
 
 
We are going to cover these Topics for VoWifi  
 

¶ VoWifi Nodes 

¶ Role of ePDG, AAA & UE in VoWifi 

¶ Role of PGW, HSS, IMS, PCRF for VoWifi 

¶ KPI & Performance of VoWifi 

¶ Measure User Experience of VoWifi 
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Nodes Required for VoWifi Untrusted WLAN 

 

We are going take deep dive on Untrusted Wireless LAN Architecture where we will 

review function of various nodes used to Offer VoWifi Service to users. Since traffic is 

coming via Internet in this Model, there is utmost need to protect & safeguard traffic 

from security point of view. We need to implement security with help of IPSec tunnel 

between the UE device and the Mobile Packet Core. The ePDG plays here vital role 

as this IPSEC tunnel coming from UE via Internet terminate on ePDG. This ePDG 

further pass this traffic to PGW via s2b Interface 

There is new APN used by the name of IMS which ensures that Internet traffic is not 

mixing with VoWifi Traffic. Letôs summarize the list of Nodes play critical role in VoWifi 

Architecture.  

New Nodes 
 

Å ePDG 

Å 3GPP AAA 

Å VoWifi & IPSEC capable UE 
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Re-Use Existing Nodes 
 

Å PGW with s2b Support 

Å HSS with SWx Support 

Å Re-use existing PCRF with VoWifi Support (NPLI etc.) 

Å IMS Core infrastructure with support for Wifi Access type 

Å TAS with support for Wifi Access type 

 

Section # 1, Role of UE 
 

 
Welcome to Section-1 of this Module. Here We will go in depth of all the VoWifi 

Components & will understand their function. We will understand function of UE here  
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UE Basics & Main Functions 

 
Key Capabilities of UE. 

1. Have Operator 4G Supporting SIM: UE must have active 4G VoLTE Supporting 

SIM of Operator which is USIM or ISIM ï Here 2G / 3G Old SIM will not work, Both 

USIM or ISIM should work based of Operator to Operator approach for VoLTE 

Adaptation 

2. Hardware & Software Support for 4G, VoLTE & VoWifi Services: The handset 

must support 4G, VoLTE & VoWifi from both hardware & Software point of View. In 

many cases, Handset manufacturer releases new handsets & they keep the same 

hardware across the Globe which technically supports all of these. Based on SIM 

inserted, they detect the Operator and accordingly enable or disable services using 

Handset software binary. For example, Same handset may support VoWifi on 

Operator and may not support VoWifi on another Operator SIM. Technically speaking 

this Software Binary contains SWu IMS Client which is responsible for Maintaining 

VoWifi UE Connection and performs traffic steering/routing 

There are few things are mandated as part of UE User Interface as per GSMA IR.51 

such as.  

1. Default setting for ñVoWiFi callingò should be ñONò (Which means usersô needs 
not enable VoWifi once they purchase new handset) 
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2. VoWiFi Registration logo will be visible as ñHD or VoWiFi or Operator Wifiò on 
Screen 

3. There has to be VoWiFi toggle switch in handset to enable or disable VoWifi 
manually 

 

3. Last one is support of Support of Profile based features, Authentication & 

Security used by Operator which usually comes with Software binary in Handset. 

These Includes: - 

Å URI and FQDN addressing format as specified by Operator 

Å APNs Configuration as specified by Operator 

Å ePDG & IMS Security Configuration as specified by Operator 

Å LTE/WiFi Radio Features 

Å Media and SIP Settings 

Å Network, Mobility, Handovers & Roaming Conditions as specified by Operator 
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Letôs understand Key Technical responsibilities of UE Includes, 
What UE is supposed to do? 
 

1. Latching to Wifi Network & Ready to communicate to Internet 

2. Discovering the ePDG using DNS Lookup methods (using static or dynamic 

FQDN of ePDG) 

3. Establishing of IPSEC tunnel to ePDG (using IKEv2) 

4. Get P-CSCF Details from Network 

5. Performing SIP registration with SBC/PCSCF 

6. Makes or receiving call via IMS/TAS 

 

Letôs understand decisions taken by UE while it using VoWifi Services 

There is profile in UE in Compliance with respect to GSMA IR.51. Here, we will review, 

what all decisions UE needs to take. UE is pre-configured with operator profile/carrier 

bundle which defines a set of policies: - 

Å Default Preferred mode: VoWiFi Preferred 

Å VoLTE to VoWiFi Handover Support and Vice versa 
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Å Criteria for RAT selection - These are whole set of decisions are taken by UE 

in order to provide best optimum experience to uses. In case there is problem 

with Wifi, UE can take call to Switchover call or Shift to VoLTE 4G Network. 

Few of these decisions are based on RSSI, RSSI, RTT, Jitter, etc..) and packet 

loss, Typical values can be  

Å RSSI thresholds for failover to VoLTE-4G Network 

Å Jitter thresholds for failover to VoLTE-4G Network 

Å Packet loss for failover to VoLTE-4G Network ~ >1 or 2% 

Å Packet delay for failover to VoLTE-4G Network ~ Ideal Latency is less 

75 MS with Tolerance upto 100 ms 

Å Guard Timer xx Sec to avoid Ping pong between VoWifi and VoLTE ~ 2 

Min 

Å Data Speed for Voice call ~ 50 to 60 kbps using Wide Band Codecs. 

Further small signaling overheads will be there 

Å Carrier Bundle also specifies other Information to be used by UE while using 

VoWifi Service such as Encryption Algorithm & Key Life time, APN Details, 

ePDG Address etc.  

Å These settings will vary from Handset to Handset and are configured by 

Handset Manufacturer in accordance with Operator. So, Itôs Quite possible that 

Apple will have different experience than Samsung in VoWifi due to these 

decisions and variance in thresholds 
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Section # 2 , Role of ePDG 

 

Welcome to Section-2 of this Module. Here We will go in depth of all the ePDG and 

understand itôs working. ePDG is key to VoWifi & it is one of most important nodes. 

Letôs understand its functions 

ePDG Overview & 3GPP Specs 
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ePDG Overview & 3GPP Specs 
 

Well, Going by Specs, ePDG is defined in 3GPP Specs @ TS 23.402. This is VoWifi 

Reference architecture as per 3GPP Specs. Donôt worry looking at this diagram, we 

are going to simplify this 

ePDG Provides a secure WLAN access to UE connecting to P-GW. It plays vital role 

in PDN connection from UE to EPC network. This Node is also responsible for 

connecting PGW & AAA for Authentication, Authorization and Accounting (AAA) 

purpose. ePDG is acting as gateway and is responsible for interconnecting the EPC 

with non-3GPP trusted networks such as WiFi. One of main task done by ePDG is to 

provide secure EPC access. Here the ePDG terminates IPSec tunnels which were 

established and initiated by UE. These tunnels are important for securing user traffic 

as User is sitting in untrusted WiFi network 

ePDG Tasks - PGW Side 

 

Now, Letôs understand main functions of ePDG 

Å As you can see on Diagram, SWu link coming from Wifi UE is terminating on 
ePDG 

Å Here ePDG is landing point for all traffic coming from Internet. It has to facilitate 
support for the IPSec/IKEv2-based security & encryption 


